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(57) ABSTRACT

An image forming apparatus for executing an application
constituted by one or more program modules, includes a
license target identification information generating unit con-
figured to generate license target identification information
used for identifying which of the program modules are targets
of license management, and to store the license target identi-
fication information in a storage device, wherein the license
target identification information is generated based on one or
more program module information items each being associ-
ated with one of the program modules to indicate whether the
corresponding program module is a target of license manage-
ment; and a license determination unit configured to deter-
mine, in response to an input of a usage request to use the
application, whether a license is present, wherein the deter-
mination is made only for one or more of the program mod-
ules identified as being the targets of license management
based on the license target identification information.
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APPARATUS, LICENSE DETERMINING
METHOD, RECORDING MEDIUM

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to image forming appara-
tuses, license determining methods, and recording media, and
more particularly to an image forming apparatus, a license
determining method, and a recording medium capable of
executing an application constituted by plural program mod-
ules.

2. Description of the Related Art

In recent years, an image forming apparatus typically
referred to as a multifunction peripheral or a composite
machine, in which a new application can be developed and
installed after shipment, has become commonplace. If
licenses of such applications can be provided in accordance
with the users’ usage formats, users can enjoy increased con-
venience, and vendors of the applications can expect
increased business opportunities.

For example, patent document 1 discloses a license man-
aging method for limiting the image forming apparatuses that
can use a certain application. According to the technology
disclosed in patent document 1, the charged fee can be
changed in accordance with the number of apparatuses using
the application. Furthermore, unauthorized usage, which is
done by illegally copying the application, can be prevented
effectively.

Patent Document 1: Japanese Laid-Open Patent Applica-
tion No. 2008-016013

Each application is not necessarily constituted by a single
program module. The application may be constituted by plu-
ral program modules that have been modularized according to
different functions. If licenses for such applications can be
provided in units of program modules, it is possible to limit/
allow the usage of some of the functions included in a single
application. Accordingly, a wider variety of product formats
can be constituted.

However, when licenses are provided in units of program
modules, the license needs to be checked (license-check
needs to be performed) for each program module when the
application is activated. Thus, in a case of an extensive appli-
cation including a large number of program modules, a sig-
nificant amount of time will be required for checking the
license. Consequently, the time taken for activating the appli-
cation may exceed an allowable range.

SUMMARY OF THE INVENTION

The present invention provides an image forming appara-
tus, a license determining method, and a recording medium,
in which one or more of the above-described disadvantages
are eliminated.

A preferred embodiment of the present invention provides
an image forming apparatus, a license determining method,
and a recording medium, capable of appropriately reducing
the time required to activate an application when the license
of'the application is checked for each of the program modules
constituting the application.

According to an aspect of the present invention, there is
provided an image forming apparatus for executing an appli-
cation constituted by one or more program modules, includ-
ing a license target identification information generating unit
configured to generate license target identification informa-
tion used for identifying which of the program modules are
targets of license management, and to store the license target
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2

identification information in a storage device, wherein the
license target identification information is generated based on
one or more program module information items each being
associated with one of the program modules to indicate
whether the corresponding program module is a target of
license management; and a license determination unit con-
figured to determine, in response to an input of a usage request
to use the application, whether a license is present, wherein
the determination is made only for one or more of the program
modules identified as being the targets of license manage-
ment based on the license target identification information.

According to an aspect of the present invention, there is
provided a license determining method performed by an
image forming apparatus for executing an application consti-
tuted by one or more program modules, the license determin-
ing method including a license target identification informa-
tion generating step of generating license target identification
information used for identifying which of the program mod-
ules are targets of license management, and storing the
license target identification information in a storage device,
wherein the license target identification information is gen-
erated based on one or more program module information
items each being associated with one of the program modules
to indicate whether the corresponding program module is a
target of license management; and a license determination
step of determining, in response to an input of a usage request
to use the application, whether a license is present, wherein
the determination is made only for one or more of the program
modules identified as being the targets of license manage-
ment based on the license target identification information.

According to an aspect of the present invention, there is
provided a computer-readable recording medium having
recorded therein instructions for causing a computer to func-
tion as an image processing apparatus to perform a procedure
for executing an application constituted by one or more pro-
gram modules, the procedure including a license target iden-
tification information generating step of generating license
target identification information used for identifying which of
the program modules are targets of license management, and
storing the license target identification information in a stor-
age device, wherein the license target identification informa-
tion is generated based on one or more program module
information items each being associated with one of the pro-
gram modules to indicate whether the corresponding program
module is a target of license management; and a license
determination step of determining, in response to an input of
a usage request to use the application, whether a license is
present, wherein the determination is made only for one or
more of the program modules identified as being the targets of
license management based on the license target identification
information.

According to one embodiment of the present invention, an
image forming apparatus, a license determining method, and
a recording medium are provided, which are capable of
appropriately reducing the time required to activate an appli-
cation when the license of the application is checked for each
of the program modules constituting the application.

According to an aspect of the present invention, there is
described an apparatus for executing an application consti-
tuted by one or more program modules. Included in the appa-
ratus is a controller circuit that is programmed to implement
a license management unit by being programmed to generate
license target identification information used for identifying
which of the program modules are targets of license manage-
ment, and to store the license target identification information
in a storage device, wherein the license target identification
information is generated based on one or more program mod-
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ule information items each being associated with one of the
program modules to indicate whether the corresponding pro-
gram module is a target of license management. The control-
ler circuit is also programmed to implement the license man-
agement unit by being programmed to determine, in response
to an input of a usage request to use the application, whether
a license is present, wherein the determination is made only
for one or more of the program modules identified as being
the targets of license management based on the license target
identification information. Moreover, the controller circuit is
further programmed to implement an authenticity determina-
tion unit by being programmed to determine, in response to
the input of the usage request to use the application, whether
the license target identification information is authentic.

BRIEF DESCRIPTION OF THE DRAWINGS

Other objects, features and advantages of the present
invention will become more apparent from the following
detailed description when read in conjunction with the
accompanying drawings, in which:

FIG. 1 illustrates a hardware configuration of an image
forming apparatus according to an embodiment of the present
invention;

FIG. 2 illustrates a software configuration of the image
forming apparatus according to an embodiment of the present
invention;

FIG. 3 illustrates configurations of a license managing
function of a Software Development Kit (SDK) platform and
an SDK application;

FIG. 4 illustrates a procedure of installing a license key in
the image forming apparatus;

FIG. 5 illustrates a configuration of a license key;

FIG. 6 is a flowchart of a process for generating a license
list;

FIG. 7 illustrates an example of a license list;

FIG. 8 is a state transition diagram for describing the life
cycle of the SDK application according to the present
embodiment;

FIG. 9 is a flowchart for describing the processing proce-
dures when activating the SDK application;

FIG. 10 is a flowchart for describing the processing proce-
dures when activating an SDK application when there is no
license list; and

FIGS.11A and 11B are for describing why the operation of
activating the SDK application can be accelerated by using a
license list.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

A description is given, with reference to the accompanying
drawings, of embodiments of the present invention.

FIG. 1 illustrates a hardware configuration of an image
forming apparatus according to an embodiment of the present
invention. As shown in FIG. 1, an image forming apparatus 10
includes hardware resources such as a controller 11, a scanner
12, a printer 13, a modem 14, a network interface 15, and an
operations panel 16.

The controller 11 includes a central processing unit (CPU)
111, a random-access memory (RAM) 112, a read-only
memory (ROM) 113, and a hard disk drive (HDD) 114. The
ROM 113 records various programs and data used by the
programs. The RAM 112 is used as a storage area for loading
programs and a work area of the loaded programs. The CPU
111 processes the programs loaded in the RAM 112 to imple-
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ment various functions. The HDD 114 records programs and
various data items used by the programs.

The scanner 12 is a hardware resource for scanning an
original to obtain image data. The printer 13 is a hardware
resource for printing the image data onto a sheet. The modem
14 is a hardware resource for connecting the image forming
apparatus 10 to a telephone line so that image data can be
transmitted and received by facsimile. The network interface
15 is a hardware resource for connecting the image forming
apparatus 10 to a network (wired or wireless) such as a Local
Area Network (LAN). The operations panel 16 is a hardware
resource including buttons and/or a liquid crystal display
panel for receiving input from the user or notifying informa-
tion to the user.

FIG. 2 illustrates a software configuration of the image
forming apparatus according to an embodiment of the present
invention. As shown in FIG. 2, the image forming apparatus
10 includes software resources such as an operating system
(OS) 121, a control service 122, and applications 123.

The OS 121 is, for example, UNIX (registered trademark),
which activates the software resources in parallel, in units of
processes.

The control service 122 is a group of software modules that
provides a common service to upper level applications for
controlling various hardware resources. For example, the
control service 122 may provide a means for controlling the
scanner 12 or the printer 13, and a communication means
used via the modem 14 or the network interface 15.

The applications 123 are programs for causing the image
forming apparatus 10 to execute various jobs requested by the
user, with the use of the control service 122 and the OS 121.
The applications 123 are broadly classified into standard
applications 130 and Software Development Kit (SDK)
applications 140.

The standard applications 130 are pre-installed in the
image forming apparatus 10 as standard equipment (the
image forming apparatus 10 is shipped with the standard
applications 130). The examples of the standard applications
130 shown in FIG. 2 are a copy application 131 for controlling
copy jobs, a scan application 132 for controlling scan jobs, a
fax application 133 for controlling fax transmission jobs, and
a print application 134 for controlling print jobs.

The SDK applications 140 are applications developed with
the use of a dedicated SDK for the image forming apparatus
10, and the SDK applications 140 operate on an SDK plat-
form 150. With such a configuration, new applications can be
added to the image forming apparatus 10 after shipment with
the use of a dedicated SDK. For example, FIG. 2 shows three
SDK applications 140, i.e., SDK applications 141, 142, and
143. The SDK applications 140 in the image forming appa-
ratus 10 can be activated when the corresponding license keys
have been acquired. The data of a license key can be acquired
by purchasing the usage rights to the SDK application 140. In
the present embodiment, the SDK application 140 is a pro-
gram written in the Java (registered trademark) language.
However, the SDK application 140 is not limited to a program
described in the Java (registered trademark) language when
implementing the present invention.

The SDK platform 150 is a software resource for providing
an operation environment for the SDK applications 140. For
example, the SDK platform 150 may include a group of
classes provided as standard equipment in a Java (registered
trademark) virtual machine or Java (registered trademark)
Micro Edition (ME), or a group of classes wrapping the
functions of the control service 122. Furthermore, the SDK
platform 150 manages the licenses of the SDK applications
140. For example, the SDK platform 150 manages license
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keys of the SDK applications 140 and controls the operation
of activating the SDK applications 140 based on the license
keys.

FIG. 3 illustrates configurations of the license managing
function of the SDK platform and the SDK application.

As shown in FIG. 3, each SDK application 140 includes
one or more function modules (for example, a program mod-
ule such as a Java (registered trademark) Archive (JAR)), and
a license information file accompanying (corresponding to)
each function module. There may be function modules that
are not accompanied by license information files. Each func-
tion module implements one of the functions constituting the
jobs executed by the SDK application 140, to which the
function module belongs. The license information file
includes information (license information) pertaining to the
license of the corresponding function module. For example,
the license information includes an identifier of the function
module (function name), a file name of the function module,
and a display name of the function module (display character
string).

The SDK application 140 includes function modules
1401A, 1401B, and 1401C (hereinafter, may also be collec-
tively referred to as “function module 1401”). Furthermore,
the SDK application 140 includes license information files
1402A and 1402B (hereinafter, may also be collectively
referred to as “license information file 1402”). The license
information file 1402A accompanies the function module
1401 A. The license information file 1402B accompanies the
function module 1401B. The function module 1401C is not
accompanied by a license information file. This means that
the function module 1401C is not a target of the license (does
not require license-check (license-free)).

The SDK platform 150 includes a license installing unit
151, alicense management unit 152, an activation control unit
153, a cryptographic processing unit 154, and an authenticity
determination unit 155.

The license installing unit 151 acquires a license key from
a computer connected via a network, stores the license key in
a license file 160, and saves the license file 160 in the HDD
114.

The activation control unit 153 controls the operation of
activating and ending the SDK application 140. When acti-
vating the SDK application 140, the activation control unit
153 refers to the license management unit 152 to inquire
about the license state of the SDK application 140, and con-
trols, based on the license state, the operation of activating the
SDK application 140 (loading the SDK application 140 into
the RAM 112) in units of function modules 1401.

The license management unit 152 manages the license file
160 and generates a license list 170. One license list 170 is
provided for each SDK application 140. Therefore, when
plural SDK applications 140 are installed, plural license lists
170 are generated accordingly. Each license list 170 is a list of
license information items stored in the license information
files 1402 included in the corresponding SDK application
140. Furthermore, the license management unit 152 deter-
mines whether the function module 1401 (function modules
1401A and 1401B in FIG. 3) that is a license-target can be
activated with a license key stored in the license file 160. This
determination is made based on the license list 170 corre-
sponding to the SDK application 140 whose license state has
been inquired about by the activation control unit 153. The
license management unit 152 sends the determination results
to the activation control unit 153 in response to the inquiry.

When storing the license list 170 generated by the license
management unit 152, the cryptographic processing unit 154
encrypts the license list 170. When the encrypted license list
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170 is to be used, the cryptographic processing unit 154
decrypts the encrypted license list 170. The license list 170 is
prevented from being altered by the cryptographic processing
unit 154.

The authenticity determination unit 155 determines
whether the license list 170 has been altered.

The processing procedures of the image forming apparatus
10 are described as follows.

FIG. 4illustrates the procedure of installing a license key in
the image forming apparatus. A personal computer (PC) 20
shown in FIG. 4 is connected to the image forming apparatus
10 via a network. The PC 20 includes an operations unit 21
and a license transmission unit 22.

The operations unit 21 receives, from a user, input of a
product key of the SDK application 140 that is to be used in
the image forming apparatus 10 (the SDK application 140 for
which the license key is issued).

The product key is identification information that is
uniquely assigned to a product that can be identified by a
combination of the SDK application 140 and the function
module 1401. For example, for products including the same
SDK application 140, different product keys are provided for
a product with which only one or some of the function mod-
ules 1401 can be used and a product with which all of the
function modules 1401 can be used. Furthermore, for prod-
ucts with which only one or some of the function modules
1401 can be used, different product keys are provided
depending on which function module 1401 can be used. That
is, by inputting a product key, the user can select which
function module 1401 of the SDK application 140 is to be
used.

In response to the input of the product key, the license
transmission unit 22 requests the image forming apparatus 10
to send a machine number. A machine number is uniquely
assigned to each image forming apparatus 10 at the time of
factory shipment. In response to this request, the license
installing unit 151 acquires the machine number of the image
forming apparatus 10 from, for example, the ROM 113, and
returns the acquired machine number to the license transmis-
sion unit 22 (step S11). Subsequently, the license transmis-
sion unit 22 sends a license key to the image forming appa-
ratus 10 (step S12). This license key is for granting the usage
right to the SDK application 140 and the function module
1401 that are identified by the product key, only in the image
forming apparatus 10 that is identified by the received
machine number.

FIG. 5 illustrates a configuration of a license key. As shown
in FIG. 5, a license key includes an application ID, a machine
number of the image forming apparatus 10, functions that can
be used (a list of identifiers of the function modules 1401),
and an expiration date. With the use of the license key, the
image forming apparatus 10 identified by the machine num-
ber is allowed to use the functions specified in the license key
until the expiration date specified in the license key. The
functions are included in the SDK application 140 that is
identified by the application ID in the license key. In this
manner, the licenses for the SDK application 140 are man-
aged in units of functions (in units of function modules 1401).
The application ID, the functions, and the expiration date are
values determined by the product key. In the license key, the
information items of the application ID, the machine number
of the image forming apparatus 10, the functions that can be
used, and the expiration date may not only be aligned, but may
be encoded or even encrypted. The license key may be gen-
erated in the PC 20, or may be generated, in response to a
request from the PC 20, in another computer (for example, a
server computer that consolidates the license information
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items in a global environment) that is connected to the PC 20
via a network. With reference to FIG. 4, when the license key
is received, the license installing unit 151 stores the license
key in the license file 160, and saves the license file 160 in the
HDD 114 (step S13).

FIG. 6 is a flowchart of a process for generating a license
list. The process shown in FIG. 6 is performed for each SDK
application 140.

The license management unit 152 generates, in the HDD
114, ablank license list 170 (file) in association with the SDK
application 140 (step S101). The method of associating the
license list 170 and the SDK application 140 is not limited.
For example, an application ID may be included in the license
list 170, or the license list 170 may be generated in a folder
having the application ID as the folder name.

Next, steps S102 through S105 are performed for each of
the function modules 1401. In step S102, the license manage-
mentunit 152 searches for the function module 1401 included
in the SDK application 140 that is the current process target.
When the search-found function module 1401 is accompa-
nied by a license information file 1402 (YES in step S103),
the license management unit 152 adds the license information
stored in the license information file 1402 to the license list
170 (step S104). When the search has been performed for all
of the function modules 1401 (step S105), the license man-
agement unit 152 causes the cryptographic processing unit
154 to encrypt the generated license list 170 (step S106). The
method of encryption is not limited.

A description is given of the process by taking, as an
example, the SDK application 140 having the configuration
shown in FIG. 3. In step S102, the license management unit
152 searches for the function module 1401A. The function
module 1401A is accompanied by the license information file
1402A (YES in step S103). In step S104, the license infor-
mation stored in the license information file 1402A of the
function module 1401A is registered in the license list 170.

Then, the process returns to step S102, where the license
management unit 152 searches for the function module
1401B. The function module 1401B is accompanied by the
license information file 1402B (YES in step S103). In step
S104, the license information stored in the license informa-
tion file 1402B of the function module 1401B is registered in
the license list 170.

Then, the process returns to step S102, where the license
management unit 152 searches for the function module
1401C. The function module 1401C is not accompanied by a
license information file (NO in step S103), and the search
ends in step S105. As a result, the license list 170 shown in
FIG. 7 is generated.

FIG. 7 illustrates an example of a license list. As shown in
FIG. 7, the identifier (function name) of the function module,
the file name of the function module, the display name of the
function module, and the time/date are registered in the
license list 170 for each function module. The time/date indi-
cates when the function module was licensed (when the
license key was issued). The time/date is registered by trans-
ferring, to the license list 170, the time/date when the license
file 160 including the license key for the corresponding func-
tion module was created (this is created in step S104), among
the license files 160 of the SDK applications 140 that have
been process targets. At this point, the information associated
to the license key (for example, the file name of the license file
160 or the license key itself) may also be recorded in the
license list 170.

A function module A shown in FIG. 7 corresponds to the
function module 1401A shown in FIG. 3. A function module
B shown in FIG. 7 corresponds to the function module 1401B
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shown in FIG. 3. As described above, the function module
1401C is not accompanied by a license information file, and
is thus not registered in the license list 170.

The timing of generating the license list 170 (timing when
the process of FIG. 6 is executed) is described. The SDK
application 140 has a life cycle as illustrated in FIG. 8. FIG. 8
is a state transition diagram for describing the life cycle of the
SDK application according to the present embodiment.

The SDK application 140 is in a non-installed state before
it is installed in the image forming apparatus 10, and shitts to
aninstalled state when it is installed. In the installed state, the
SDK application 140 is initially in an inactivated state where
the SDK application 140 not activated, and also in a non-
licensed state where there is no corresponding license key. In
this non-licensed state, the SDK application 140 cannot be
activated. When a license key is installed from the PC 20
during the non-licensed state, the SDK application 140 shifts
to a licensed state. In the licensed state, the SDK application
140 can be activated.

When the SDK application 140 is activated during the
licensed state, the SDK application 140 shifts to an activated
state. During the activated state, the user can use the licensed
functions included in the SDK application 140. When the
SDK application 140 is stopped, the SDK application 140
returns to the licensed state. When the SDK application 140 is
uninstalled during the inactivated state, the SDK application
140 returns to the non-installed state.

In the above-described life cycle, the license list 170 is
generated when the SDK application 140 is installed or when
the SDK application 140 is activated.

FIG. 9 is a flowchart for describing the processing proce-
dures when activating the SDK application 140. When an
instruction (usage request) to activate a certain SDK applica-
tion 140 is received from the user through the operations
panel 16, the activation control unit 153 reports, to the license
management unit 152 of the application 1D, the SDK appli-
cation 140 for which the usage request has been made (the
requested SDK application 140). Furthermore, the activation
control unit 153 refers to the license management unit 152 to
inquire about the license state of the SDK application 140. In
response to this inquiry, a process shown in FIG. 9 is started.

First, the license management unit 152 loads the license list
170 corresponding to the requested SDK application 140 into
the RAM 112 (step S201). The license management unit 152
causes the cryptographic processing unit 154 to decrypt the
license list 170 (step S202). The license management unit 152
causes the authenticity determination unit 155 to determine
the authenticity of the license list 170 (step S203). The
authenticity determination unit 155 determines the authentic-
ity of the license list 170 by, for example, checking whether
the data format of the license list 170 conforms with a prede-
termined format after the license list 170 has been success-
fully decrypted by the cryptographic processing unit 154.
When the license list 170 has not been successfully decrypted
or when the license list 170 does not conform with a prede-
termined format, the authenticity determination unit 155
determines that the license list 170 is inauthentic (fraudulent)

An electronic signature may be used for determining the
authenticity of the license list 170. For example, when the
license list 170 is generated, a hash value is also generated for
the license list 170 before the license list 170 is encrypted, and
the hash value is saved in association with the license list 170.
The authenticity determination unit 155 determines whether
the license list 170 has been altered (determines the authen-
ticity) by comparing the hash value of the license list 170
decrypted at step S202 with the hash value saved in associa-
tion with the license list 170.
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When the authenticity determination unit 155 has deter-
mined that the license list 170 is inauthentic (NO in step
S203), the license management unit 152 executes the process
shown in FIG. 6 for the requested SDK application 140, to
generate a license list 170 once again (step S204). The process
of generating a license list 170 is executed at step S204 also
when there is no license list 170 in step S201.

When the authenticity determination unit 155 has deter-
mined that the license list 170 is authentic (YES in step S203),
or after step S204, the license management unit 152 identi-
fies, based on the license list 170, the function modules 1401
in the requested SDK application 140 that cannot (are not
allowed to) be activated (steps S205 through S209).

In step S206, the license management unit 152 acquires
one entry (license information corresponding to one function
module 1401) from the license list 170 (step S206). The
license management unit 152 determines whether the func-
tion module 1401 corresponding to the license information
can be used (activated), based on the identifier included in the
acquired license information and the license key stored in the
license file 160 corresponding to the SDK application 140
(step S207).

That is, as long as the license key is effective and the
identifier is included under the “function” items in the license
key, it is determined that the function module 1401 can be
used. Otherwise (including cases where there is no license file
160 corresponding to the SDK application 140), it is deter-
mined that the function module 1401 cannot be used. When
the license key is effective, it means that the machine number
in the license key corresponds to the machine number of the
image forming apparatus 10, and the license key has not yet
expired.

When the license management unit 152 determines that the
function module 1401 cannot be used (NO in step S207), the
license management unit 152 adds the identifier of the func-
tion module 1401 to an activation-forbidden list (a list of
function modules that cannot be activated) (step S208).

When the process from step S206 through step S208 has
been completed for all of the entries (license information
items) included in the license list 170, the license manage-
ment unit 152 outputs the activation-forbidden list to the
activation control unit 153, as information indicating the
license state of the requested SDK application 140 (step
S209).

Then, the activation control unit 153 controls the operation
ofactivating the SDK application 140 based on the activation-
forbidden list (step S210). Specifically, the activation control
unit 153 limits (prevents) the activation or usage of a function
module 1401 included in the activation-forbidden list.
Accordingly, usage of one or some of the functions of the
SDK application 140 will be limited. For example, in a case
where the SDK application 140 is related to copy jobs, a
function of a color copy job cannot be used.

The process of FIG. 9 is described in more detail based on
the SDK application 140 shown in FIG. 3. With reference to
FIG. 3, for example, it is assumed that only the function
module 1401A is licensed by the license key included in the
license file 160. In this case, when a request to activate the
SDK application 140 is made, the function module 1401B is
included in the activation-forbidden list, and is thus prevented
from being activated. Accordingly, only the functions of the
function module 1401 A and the function module 1401C can
be used. The function of the function module 1401C can be
used because the function module 1401C is not a target of
license management.

FIG. 9 describes an example of reporting the license state
to the activation control unit 153 with the use of an activation-

20

40

45

50

65

10
forbidden list of the SDK application 140. However, the
license management unit 152 may report the license state to
the activation control unit 153 with the use of a list of function
modules that can be activated.

As described above, the image forming apparatus 10
according to the present embodiment generates, in advance,
the license list 170 of function modules 1401 requiring the
license-check. Accordingly, when the SDK application 140 is
activated, the license is checked only for the function modules
1401 entered in the license list 170. Thus, the number of times
of performing the license-check can be reduced, thereby
appropriately reducing the time required to activate the entire
SDK application 140.

FIG. 10 is a flowchart for describing the processing proce-
dures when activating an SDK application when there is no
license list.

At steps S301 through S305, it is determined whether a
function module 1401 included in the requested SDK appli-
cation 140 is a license-target. The procedure of determining
whether a function module 1401 is a license-target is per-
formed for all of the function modules 1401 included in the
requested SDK application 140 (step S303). For a function
module 1401 determined as being a license-target, it is deter-
mined whether a license key is provided and whether the
license key is authentic (steps S304 and S305). When it is
determined that a function module 1401 cannot be used, the
corresponding function module 1401 is added to a function-
forbidden list (step S306). When all of the function modules
1401 have been checked (step S307), the operation of acti-
vating the SDK application 140 is controlled based on the
results of checking the function modules 1401 (step S308).

The difference between the process of FIG. 10 and the
process executed by the image forming apparatus 10 accord-
ing to the present embodiment is schematically illustrated in
FIGS. 11A and 11B.

FIGS. 11A and 11B are for describing why the operation of
activating the SDK application can be accelerated by using a
license list.

FIG. 11A illustrates the process of FIG. 10. FIG. 11A
illustrates that when the SDK application 140 is activated, the
license-check is performed for all of the function modules
1401 of the SDK application 140. In this example, every time
the SDK application 140 is activated, the license-check is
performed nine times.

Meanwhile, FIG. 11B illustrates the process executed by
the image forming apparatus 10 according to the present
embodiment. In the present embodiment, when the SDK
application 140 is installed, the license-check is performed
for all of the function modules 1401 of the SDK application
140, and the license list 170 is generated. FIG. 11B illustrates
an example where two function modules 1401 are determined
to be targets of a license. Therefore, when the SDK applica-
tion 140 is activated, the license-check is performed only for
these two function modules 1401 that are entered in the
license list 170.

As described above, the greater the number of function
modules included in the SDK application 140, the more effec-
tive an embodiment of the present invention will be. The
license list 170 does not necessarily need to be generated
when the SDK application 140 is installed. Even if the license
list 170 is not generated when the SDK application 140
installed, the license list 170 can be generated when the SDK
application 140 is activated for the first time.

Furthermore, the license list 170 is encrypted when being
stored, so that it can be checked whether the license list 170
has been altered before using the license list 170. Accord-
ingly, it is possible to appropriately prevent unauthorized
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users from fraudulently acquiring a license by altering the
license list 170 (for example, by deleting an entry from the
license list 170 to avoid a license-check performed on the
corresponding function module 1401).

Furthermore, even if it is detected that the license list 170
has been altered when the SDK application 140 is activated,
the license list 170 can be generated once again, and therefore
the SDK application 140 can be smoothly activated within the
scope of the license.

In the present embodiment, the license information of the
function modules 1401 which are targets of license manage-
ment is included in the license list 170. However, the license
list 170 may be constituted by license information of the
function modules 1401 which are not targets of license man-
agement. Either way is acceptable as long as the license list
170 can be used to identity which function module 1401 is a
target of license management.

The present invention is not limited to the specifically
disclosed embodiment, and variations and modifications may
be made without departing from the scope of the present
invention.

The present application is based on Japanese Priority
Patent Application No. 2008-222132, filed on Aug. 29, 2008,
the entire contents of which are hereby incorporated herein by
reference.

What is claimed is:
1. An apparatus for executing an application constituted by
a plurality of program modules, comprising:

a controller circuit programmed to implement a license
management unit by

being programmed to generate license target identification
information used for identifying which of the plurality
of program modules are targets of license management,
and to store the license target identification information
in a storage device, wherein the license target identifi-
cation information is generated based on one or more
program module information items each being associ-
ated with one of the plurality of program modules to
indicate whether the corresponding program module is a
target of license management, and

being programmed to determine, in response to an input of
a usage request to execute the application, whether a
license is present, wherein the determination is made
only for those program modules of the plurality of pro-
gram modules, which are identified as being the targets
of license management based on the license target iden-
tification information.

2. The apparatus according to claim 1, wherein:

in the event that no license target identification information
is stored in the storage device when the usage request to
use the application is input, the license management unit
generates the license target identification information;
and

the license management unit determines whether the
license is present based on the license target identifica-
tion information that has been generated in response to
the input of the usage request.

3. The apparatus according to claim 1, wherein

the controller circuit is further programmed to implement
an authenticity determination unit by being pro-
grammed to determine, in response to the input of the
usage request to use the application, whether the license
target identification information is authentic,

the license management unit once again generates the
license target identification information in the event that
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the license target identification information is deter-
mined as being inauthentic by the authenticity determi-
nation unit, and

the license management unit determines whether the
license is present based on the license target identifica-
tion information that has been once again generated.

4. The apparatus according to claim 1, wherein:

the license target identification information comprises one
or more of the program module information items cor-
responding to one or more of the program modules iden-
tified as being the targets of license management.

5. The apparatus according to claim 1, wherein:

the license management unit encrypts the license target
identification information when storing the license tar-
get identification information in the storage device.

6. The apparatus according to claim 1, wherein the deter-
mination regarding whether a license is present for only those
program modules of the plurality of program modules, which
are identified as being the targets of license management
based on the license target identification information, is made
further in response to receipt of an identification of the appli-
cation.

7. The apparatus according to claim 1, wherein the control-
ler circuit is programmed to implement the license manage-
ment unit by being programmed to generate an activation-
forbidden list which indicates which program modules are
not permitted to be activated in the application.

8. A license determining method performed by an appara-
tus for executing an application constituted by a plurality of
program modules, the license determining method compris-
ing:

a license target identification information generating step
of generating license target identification information
used for identifying which of the plurality of program
modules are targets of license management, and storing
the license target identification information in a storage
device, wherein the license target identification informa-
tion is generated based on one or more program module
information items each being associated with one of the
plurality of program modules to indicate whether the
corresponding program module is a target of license
management; and

a license determination step of determining, in response to
an input of a usage request to execute the application,
whether a license is present, wherein the determination
is made only for those program modules of the plurality
of program modules, which are identified as being the
targets of license management based on the license tar-
get identification information.

9. The license determining method according to claim 8,

wherein:

in the event that no license target identification information
is stored in the storage device when the usage request to
use the application is input, the license target identifica-
tion information is generated at the license target iden-
tification information generating step; and

at the license determination step, the determination as to
whether the license is present is made based on the
license target identification information that has been
generated in response to the input of the usage request.

10. The license determining method according to claim 8,
further comprising:

an authenticity determination step of determining, in
response to the input of the usage request to use the
application, whether the license target identification
information is authentic; and
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a license target identification information re-generating
step of once again generating the license target identifi-
cation information in the event that the license target
identification information is determined as being inau-
thentic at the authenticity determination step, wherein:

at the license determination step, the determination as to
whether the license is present is made based on the
license target identification information that has been
once again generated.

11. The license determining method according to claim 8,

wherein:

the license target identification information comprises one
or more of the program module information items cor-
responding to one or more of the program modules iden-
tified as being the targets of license management.

12. The license determining method according to claim 8,

wherein:

at the license target identification information generating
step, the license target identification information is
encrypted when storing the license target identification
information in the storage device.

13. The license determining method according to claim 8,

further comprising:

generating an activation-forbidden list which indicates
which program modules are not permitted to be acti-
vated in the application.

14. A non-transitory computer-readable recording medium
having recorded therein instructions for causing a computer
to function as an image processing apparatus to perform a
procedure for executing an application constituted by a plu-
rality of program modules, the procedure comprising:

a license target identification information generating step
of generating license target identification information
used for identifying which of the plurality of program
modules are targets of license management, and storing
the license target identification information in a storage
device, wherein the license target identification informa-
tion is generated based on one or more program module
information items each being associated with one of the
plurality of program modules to indicate whether the
corresponding program module is a target of license
management; and

a license determination step of determining, in response to
an input of a usage request to execute the application,
whether a license is present, wherein the determination
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is made only for those program modules of the plurality
of program modules, which are identified as being the
targets of license management based on the license tar-
get identification information.

15. The recording medium according to claim 14, wherein:

in the event that no license target identification information
is stored in the storage device when the usage request to
use the application is input, the license target identifica-
tion information is generated at the license target iden-
tification information generating step; and

at the license determination step, the determination as to
whether the license is present is made based on the
license target identification information that has been
generated in response to the input of the usage request.

16. The recording medium according to claim 14, wherein

the procedure further comprises:

an authenticity determination step of determining, in
response to the input of the usage request to use the
application, whether the license target identification
information is authentic; and

a license target identification information re-generating
step of once again generating the license target identifi-
cation information in the event that the license target
identification information is determined as being inau-
thentic at the authenticity determination step, wherein:

at the license determination step, the determination as to
whether the license is present is made based on the
license target identification information that has been
once again generated.

17. The recording medium according to claim 14, wherein:

the license target identification information comprises one
or more of the program module information items cor-
responding to one or more of the program modules iden-
tified as being the targets of license management.

18. The recording medium according to claim 14, wherein:

at the license target identification information generating
step, the license target identification information is
encrypted when storing the license target identification
information in the storage device.

19. The recording medium according to claim 14, further

comprising:

generating an activation-forbidden list which indicates
which program modules are not permitted to be acti-
vated in the application.
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